. i \:
20/4-OC 01 M R COP

Republic of the Philippines
Department of Finance

BUREAU OF CUSTOMS
1099 Manila

MEMORANDUM
TO : ALL DEPUTY COMMISSIONERS

ALL SERVICE DIRECTORS

ALL DISTRICT COLLECTORS

ALL PORT €OLLECTORS

ALL DIVIS CHIEFS

(OR0

FROM : REY LEONARDO B. GUERRERO 2 BOC-07-00491

Commissioner, Boqu”;\--{' 24 2013
SUBJECT : IMPLEMENTATION OF NETWORK ACCESS CONTROL
DATE : 16 May 2019

Section 109 of Republic Act No. 10863, otherwise known as the Customs
Modernization and Tariff Act (CMTA), mandates the Bureau of Customs (BOC) to
ensure that “The security of data and communication shall be in a manner that is
consistent with applicable local and internationally accepted standards on
information security.”

Memorandum No. 2019-02-008 tasked the Deputy Commissioner of MISTG to
monitor compliance on data access and request and employ technological tools to
enforce data security, including the joining of all BOC desktops and laptops to the
BOC Active Directory.

Management Information System and Technology Group (MISTG) in its effort to
secure the BOC IT infrastructure, network and data will implement Network Access
Control (NAC).

The implementation of NAC will disable network service such as Web Browsing,
Email and E2M access on laptops and desktops not connected to Active Directory.
Prior to the implementation of NAC, MISTG is directed to conduct user information
dissemination on the effects and create an implementation schedule per Port.
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